INFORMATION SECURITY BREACH POLICY

1. This policy is consistent with Section 208 of the New York State Technology Law. School
districts are required to notify any New York State resident when there has been or is
reasonably believed to have been a compromise of the individual’s private information, in
compliance with the Information Security Breach and Notification Act and this policy.

I1.

i. The definition of “private information” shall mean personal information in
combination with any one or more of the following data elements, when
either (1) the personal information or the data element is not encrypted or
(2) encrypted with a corresponding encryption key that has also been
acquired:

1. Social Security Number.

2. Driver’s license number or non-driver identification card number;
or

3. Account number, credit or debit card number, in combination with
any required security code, access code, or password which would
permit access to an individual’s financial account.

b. Private Information does not include publicly available information that is lawfully
made available to the general public from federal, state, or local governmental
records.

c. This policy also applies to information maintained on behalf of a District by a third
party.

III. Notification:

a. The District shall notify an individual when it has been determined that there has
been, or is reasonably believed to have been a compromise of private information
through unauthorized disclosure.

b. The District will notify the affected individual. Such notice shall be directly
provided to the affected persons by one of the following methods:

1. written notice;
i1, electronic notice, provided that the person to whom notice is required has
expressly consented to receiving said notice in electronic form and a log of
each such notification is kept by the District who notifies affected persons
in such form;
iii. telephone notification provided that a log of each such notification is kept
by the District who notifies affected persons; or
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iv. Substitute notice, if a District demonstrates to the state attorney general that
the cost of providing notice would exceed two hundred fifty thousand
dollars, or that the affected class of subject persons to be notified exceeds
five hundred thousand, or such District does not have sufficient contact
information. Substitute notice shall consist of all of the following:

I. e-mail notice when such District has an e-mail address for the
subject persons,

2. conspicuous posting of the notice on such District’s web site page,
if such District maintains one; and

3. notification to major statewide media,

¢. The notice must include the District’s contact information, a description of the
categories of information that were, or are reasonably believed to have been,
acquired by a person without valid authorization, including specification of which
elements of private information were, or are reasonably believed to have been, so
acquired.

d. Notification may be delayed if a law enforcement agency determines that such
notification impedes a criminal investigation. The notification required shall be
made after such law enforcement agency determines that such notification does not
comprise such investigation.

IV.  When notification is necessary, the District must also notify the following agencies as to
the timing, content and distribution of the notices and approximate number of affected
persons:

a. NYS Attorney General

b. NYS Office of Cyber Security & Ciritical Infrastructure Coordination

c. Consumer Protection Board

d. Consumer Reporting Agencies (ONLY if more than 5,000 New York State

residents are notified at one time.)

Legal Ref: NYS General Business Law §899-aa; NYS Technology Law §208,

Adopted: Jan. 16, 2019
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